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• What is Shadow IT 

• Why make it part of your vulnerability 

management program 

• How to include it 

Today’s Discussion 



What is Shadow IT 



Shadow IT 

Information-technology 

systems and solutions 

built and used inside 

organizations without 

explicit organizational 

approval. 

What Examples 

Storage / files Dropbox, Box, 
Google Apps 

IaaS Amazon, Azure, 
Google Compute 
Engine 

SaaS / Subscription Online chat, LMS 
Web survey, polling 
tools, Adobe 



Shadow IT? 

“You miss a lot of systems as you 
grow or if someone leaves. We had 
a web server that was set up by an 
outside vendor for our PR 
department. Web designers didn’t 
manage the box; they just used the 
services on the machine.” 



Shadow IT? 

https://www.tenable.com/whitepapers/byod-and-mobile-security-2016-spotlight-report  
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Shadow IT by the Numbers 

… of survey respondents admitted to 
using non-approved SaaS 
applications in their job per Frost & 
Sullivan.  

80% 
742 
...average number of cloud services used by 
government agencies in the USA and Canada; 10-
20 times more than the IT department manages via 
a study of 800,000 by Skyhigh Networks 

...companies that know the scope of 
shadow IT at their organizations, 
according to a survey by the Cloud 
Security Alliance.  

8% 
...Unsure if mobile devices  were 
involved in security breaches in their 
organization in the past 

37% 



Why Make Shadow IT Part of Your 
Vulnerability Management Program 



• The first step in most security frameworks is to 

inventory assets 
– CIS Critical Security Controls –  

CSC 1: Inventory of Authorized and Unauthorized 
Devices 

Security Frameworks 



Framework Core Categories 
Identify Protect Detect Respond Recover 

Asset Management Access Control Anomalies & Events Response Planning Recovery Planning 

Business 
Environment 

Awareness & 
Training 

Security Continuous 
Monitoring 

Communication Improvements 

Governance Data Security Detection Process Analysis Communications 

Risk Assessment Information 
Protection & 
Procedures 

Mitigation 

Risk Management 
Strategy 

Maintenance Improvements 

Protective 
Technology 



Freemium -> Cost  



Cloud Shadow IT Risk 
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Mobile Shadow IT Risk 



How to Include Shadow IT in 
Vulnerability Management 



Vulnerability Management 
• More than vulnerability scanning 

– Process to find, rate, remediate, and track 
progress 

– Should be about context, context and more 
context 

 

• Allows for the following: 
– Meeting compliance or regulator goals 

– Defined success factors 

– Measurable 

– Repeatable 

Prioritize 

Fix 

Find 



Including Shadow IT in  
Vulnerability Management 



• Use multiple discovery 
techniques: 
– Active scanning 

– Passive network scanning 

– Log analysis 

• Integrate 
– Mobile Device Management 

(MDM) integration 

 

Continuous Visibility 

Responses: 

VM Visibility 
Challenge: 

Active scanning 
alone misses 

Shadow IT 



• With Mobile Device Management, you set policies for devices to 
follow:  

– Enable remote wipe 

– Turn on encryption 

– Set complex passcodes  

• Integrate MDM auditing with your VM solution 

– Automatically audit MDM results  

– Flag devices that don’t adhere to policy 

 

Example: Mobile Device Management 





• Limit data access 
– DRMs 

• Control who has access 
– ACLs 

• Shadow IT <-> known 
asset relationships 
– Passive monitoring 

– Log data 

Critical Context 

Meet the Challenge: 

VM Context 
Challenge: 
Difficult to 

know true risk 



• Risks: 
– No control over what data is shared 
– No control where shared data is going 
– No control over who is able to share 

 
• Responses 

– Use DRM to limit access to data 
– Use ACL to limit where data can go 
– Evaluate alternatives. E.g., Google Enterprise 
– Monitor cloud services and relationships 

 

Example: Using Google Drive for 
Sharing Files 





• Use all the data 
– Passive monitoring 

– Log data 

– Threat intelligence 

• Track progress 
– Frameworks 

– Analytics 

 

Decisive Action 

Responses: 

VM Action 
Challenge: 

Using limited 
resources most 

effectively 



• Challenge: Want to follow best practice advice 
– How to evaluate and communicate? 
– How to improve CSF conformance posture?  
– How to use CSF to prioritize security investments? 

 

• Responses: 
– Automate assessment of controls 
– Centralize data storage  
– Track and communicate progress 

 

Example: Cybersecurity Framework 





About Tenable Network Security 



Founders of Nessus 



Pioneers of Continuous Monitoring 

INTEGRATED 
PLATFORM 

SCCV HOST 
DATA 

PASSIVE 
LISTENING 

AGENT 
SCANNING 

INTELLIGENT 
CONNECTORS 

ACTIVE 
SCANNING 



Tenable by the Numbers 

Greater than 

$100M 
Revenue 

650+ 
Employees 

Global Distribution 

20 Countries 

(vs. <6 in 2014) 

20,000 
Customers 

Major 
Investments in 

Field, Sales, 
Channel 

$300M 
Invested 

15-20%  
of Business is  

Federal 
Government 



• https://www.tenable.com/solutions
/shadow-assets  

dgarey@tenable.com 

@dianegarey 

Thank You! 

More Info 
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